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Abstract Mining rich semantic information hidden in heterogeneous information network is an important task in
data mining. The value, data distribution and generation mechanism of outliers are all different from that of normal
data. It is of great significance of analyzing its generation mechanism or even eliminating outliers. Outlier detection
in homogeneous information network has been studied and explored for a long time. However, few of them are
aiming at dynamic outlier detection in heterogeneous networks. Many issues need to be settled. Due to the dynamics
of the heterogeneous information network, normal data may become outliers over time. This paper proposes a
dynamic Tensor Representation Based Outlier detection method, called TRBOutlier. It constructs tensor index tree
according to the high order data represented by tensor. The features are added to direct item set and indirect item set
respectively when searching the tensor index tree. Meanwhile, we describe a clustering method based on the
correlation of short texts to judge whether the objects in datasets change their original clusters and then detect
outliers dynamically. This model can keep the semantic relationship in heterogeneous networks as much as possible
in the case of fully reducing the time and space complexity. The experimental results show that our proposed method
can detect outliers dynamically in heterogeneous information network effectively and efficiently.
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Table 1 Classification of anomaly and relevant visualization tasks with Visualization forms
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Fig. 1 The tensor index tree constructed by a third order tensor in bibliographic network.
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Table 2 Classification of anomaly detection method and relevant visualization tasks with Visualization forms

K 2 FERITTET FRM R B A AAAT 5 UL B AT AIAL R

Type Papers Data
[23] [44] Social media
Feature 2911411, 1401, Network traffic
[391(24]
[48] Spatiotemporal
[15] Social media
[35] Business data
Cluster [54] Temperature data
[53] Traffic data
[511[55] /
[25] Maritime data

Machine learning

[19] [20] Social media

[18] Social media
Others [27] Firewall policy
[45] Network traffic

3RERMNGEDE

AT AR I S R f v, X 2 R e
R TR AR AR SEAT 2 2. R R I O iR AE
[49][S01[ 121 H B4R 1 VF 2, BEXE T AN [R] ) St A A
A SR, S ks 7 VE AN R ], R — S
RN, AR TN AN R SEBR G LT, R P RS K
TP g4 R, i BT A b g7 A
RFIRAE IS G, v UMK, 2 MRk
o DAR e DA BB S5 D VAR I B () S . R TNE
BB T, B, WIS ) =5 T i H i
SR IN  PTARAL TAE AT 2025
3.1 BT A

Celenk M,[29]2 %5 1 1) X 4 4 f1E A1~ 35 BsF i) 495
IR &5 5, EE X 7 M4 =it 7 FLD &,
F T 0F W9 48 58 w16 G0 vk SRR AR 3R AT TR 4 BT
Z-Glyph[ 2318 ¥ v F Tl 22 o 504 wh i B i A,
Kl 1.(d)FTs, 7T BLEC A 2 A 48— P ] (Small Multiples)
BATET B SRR . RS I B A S IR
SOM([32177V%, H-PATARFREN[311M 7%, BLR &
BI[3314H 1. SCHk[48]% 1t T 5 @ A4 &, Jk
T EHHEN &S E, BTN, SRR
T, Tk P S O AT S A

SCHR[24TH T M 288 i s b AT S W Rl XA [ e
] PN R AS () R B i AT TR, B2 30N T AL
Fo RS 2 A R E R LR N IR AL R
N, BN DoS Bk, TRMNTLH 55 7 .

2004 4E[38]PCA 2 — KA I H H T & 7 % 11

M, 2 JG Brauckhoff D 28 AN[37]#H T — Mgk 7
ST A R s IR DS ) 1), ik PCA AITLA
FAF RN TR e ANE ST 3T E 7 E[40],
I KA (3915 7V H T LI HT T %%, PCA 7ERY
2 B T S RS I 22 FE # (ER EE h an SRa
FrIR LG, PCA J5715 0] e 2 Bl — 2 Rk = LI
S, SAEHR RIRBISIAE. PAETETKE
SRAS IR 53 T BOR T B SCHR [44]1F =B ik &
PSP B A sl o - o YN B 1 R At
o (41K SRR R A, MR A 15K = W
%R 45 A 2 A% — M B (Small Multiples) Al B #r
(Glyph)>R R WA ZE 38 52 380 1) 57 0 1 100, 38 5K &=
fiff IS H HE I L S AR AE A AR
3.2 BEFGE

KSR N SR HEAT AR S L i AR, s
T REHE A A o

SCRR[ISIREE T 3& T o0 M ok I SR B i,
WG T 58 Lloyd K7L, RAAHE—H
T PR F A IR B R R A AR B AER X
I 2 5 %) S i ARG A R, A P A P L AR o
FAT R R IUFIFR 25

SCHRIS 113 1 25 4 B mT AR A 11 B /N A= by 5 28
Fid, A LG R 1 2 1 e U AT SR AR,
HE 2 M T 52 7 BB RHIE . SCER[S31H A
X-means HREVEIF S0 ML ESE A&, H T X228
RECHE R R AR, HEAT AL A LR A 1 2 R T
o3 HT o SCHR[SA1HE H — P B T 47 48 B (1 = 4wy AR ]
ML H AR, HFRRERMHEMME, 3F8HAH



6 it 5Pl W

7T 5 kK B 2016 4F

SAX((Symbolic Aggregate approXimation )i il 571 %
B IR SCHER[S51H 2 E i SR 2R — 2 I P AR AL
B R A R . T3S 23—
Bl DA B o P i A0 A S5 o %o T i oLk A AR 22 A 4
JE eI A -, s ARSI A, R ARG A &
R B ASE HUIL p H E R FE M R R
3.3MB_EIFE

SOM[46] 7] LA /e — AN F T 222 W 2% 1) R 2R 5
%, EERER S 2D A JE AT LR A E XA R S
KA L F[47], V2 TSI — D E bR
P T E i 45 70 2R 00 R N8 o AR T 0 T 1R X B 65 1ol £
PEEAT 7 B IE RS, SOM FEA Rt — AR IR
TP HOfR R TT 0, GMM E /] BLM T SOM _E.

SCHR[25 AR 4R 7 52 0 R0 85 4 37 T I B
SR AR R SE I EHE BEAT S AT Jvkeill, an SR 5
FR R TR 3R AR v T VR A S R FH R AT R, ok
SRR AT IR . P I3 AL B 25 24 T GMM
[ SAVE: Sensor Anomay Visualization Engin K

F1SOM 58, — MMM KM T iE e S5, 4
WAL AR (PR L, 7E R Va R I 98, SR MR AE BE
o MEVEHL IR FRRVEM AR R AR SR R, R e
T IR SR AT R, AR R
WL, DAMEX R AT IR AR

SCHR[19][20]17 # % T- OCCRF FR A% Twitter %1
o 00 S B SR L AT ORIEAT R R, RS A
FlBL 2% 2 o SR IR 2R A 22 0 288 1 3o e 11 1) B B RRAAE o
3.4 Hftp

A — L8 T AR A a8 i — s o P bR v, MR
B, AR S AT ik, 5 R S AT
Ko, i B i 22 R 27], M B B 181M
5oy RGBS I TR R B P ) R .
WSTR[ 181K S H5 s A0 g sk 5 1 oA 78 AR 25 iR
PEHEAT X EG, 78 M B AL b S R A BT

NN

File Sﬂtimcs Graph Similarity Importance Measure Clustering About
[ sys| Sensor Topology » Ring Selection » V| Accumulate Ring
Dimension Correlation »| Ring Render » Flat Ring
Dimension Projection » Temporal Abnormal Render » L iy S
0%® @ Topology Abnormal Render » ReceiveOverfouDrop '
(@) ° of}‘ "‘ - e NeParent
o / Radial Graph Layout r
%, TP ST T K% °\ e
°°°o’° ew‘w"m° Om:sa .;‘\\0° Loop
o 9 .\ 3
& nef ® 8\, 0 ° . Selfrsnsmit
£ P ETD % o
£ ° .
I S ff‘ . ‘5% Sgpck iy
g % ‘ o8 Transmithlo AeRetrans
b o L
e J TaskExe
o—0 \
@ 3 § & Py o { . g 8 : TransnifIgACKDROP
= ) s
b ! \ L " 8 TaskPost  7oskSendFail
°,
8 \\ © \ 9
\ o \ " Nodes Properties
‘s - v, ET M - | [orionCounts A
» °e%% g o 543 Duplicate J
o7 el U ° 544 Humidity
° 545 { 1
546 Loop outliers
548 = |INoParent
° o
a1 521 50
b 54.]
| e
540 L v B " - - - - =
542 0 g 0.65 0,70 0,75 0.80 0.85 0.90 0.95 1.00
urrent:  1/18/2011 7:20:0 (1295353200) - 1/18/2011 15:29:59 (1295382599),Range: 1/18/2011 0:0:0 (1295326800)--1/19/2011 0:59:59 (1295416799)
N R L R e AR I T e T
0 60 120 180 240 300 360 420 480 540 600 660 720 780 B840 900 960 1020 1080 1140 1200 1260 1320 1380 1440 1500

Fig. 2 The tensor index tree constructed by a third order tensor in bibliographic network.
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